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Ilosmenmre LHas S Ennesa

B pesyibTate Hiyuenns aucunnanusl «B61 LR Bronachuc i nHQopMalnoniLIX CHETeM | har
CAHHBIN ¥ OBYVYARLMNCH A00%HBL DLITh CHROpPMAPORINE THAHIS, YMEHHA I HIBLIKH:

- WIVUEHHE DpOrPAMMHC-ANNAPATHEIN CPEACTE 3AMNTH MHOPMALNK, MTTOI0R AHATHIA |
MIEHAPOBAHIA HHQOPMAUHOHHOR 3UAHTH KOMNBIOTEPHEN CHCTEM, CeTEl H HX KOMIOOHCHTOR, CPEICTR
MK TEI CETERBEX CAYHO,

- topuuposakne  Gazoselx  Hammil B oDaactn WHHOPMALHOHHOW  SALINTE
[ENEKOMMYHHEALHOHHBIX H KOMIILIOTCPHBLS CHETEM H CeTeH HO OCHODE COBPEMEHHRIN MPOTPAMMHERIN H
ONEPALIHOHHRIN CHETEM.

Omiodi w3 sanfonee apekTHENBE OPM JAKPENNEHHA TEOPETHYSCKHY IHANHIL W BRIPADOTEH
HABBIKOS CAMOCTOATEBHON POSOTLE ABAAOTEH JAGOPATOPHEIE TAHATHA,

Llenkio npoBeacHns JAaB0PaATOPHbIX SAHATHI HB/I4CTCA,

- JAKPENICHUE SHAHME CTY ACHTOB N0 OCHORAM NPOEKTHON TCATEARHOCTH.

- (QOPMHPOBAHAE Y CTYOCHTOR HABBIKOB HCMONBIOBAHHA COBPEMCHHBIN TEXHHUSCKHX CPeacih H
TEXHOIOIHH AnE PelISHBA ﬂp'::l-l:iiTHhri"- H HCCIOed0BATENLLEHY FAlat.

Temarnuecknii naan
Tatauwa 1 - Temarmuecknfi NAan BLOONHCHHA JADOPATOPHBIX M NPAKTHYECKHX padoT no
ancupnmnie «b1JLB.8 GelonacHooTs MHQOPMAILMOHELIX cHCTeM W 01 DAHHBXG 08 ODYHLIOLIHXCH
nanpasnekna noarotoskn 09.03.03 Tpuknaane wnopyatinga  npoduis 10Ar0TOBKE [Tpuiannas

H l!'l'I_:I{I-PMﬂT}'lEEI. B ARUHOMH KD

Jlafoparopaeie 0 NpAKTHYECKHE PADOTHI

pm{ﬁ:na Haumenopakue 1adopatopHBIX H APAKTHYSCKHX padoT Kon-po qacos
5  |Kpnoronposaiacpel i uipyomine daitiophie CHETEMB o S .. A
5 Mavuenue cHeTeMbl cepTHHHKETOR H usdpoBoi NOANKCA f 5|
6 Y pasicHie QRETELETE ADCTYA IR OBATENEH TPy K " 3
HEPOPMALIOHHBIM Pecy praM ]
p Hayuenue nporpasMHbix CPEICTs CRAHHPOBANIA CCTeH 1 uﬂﬂapwreuﬁﬂ ; 4
ﬂ.TﬂH; — - e -
+ MeToas 3aiTh  YIATCHEMO 'II.1ILI'~J'I|J. I p-er.g. peaM  KOMNBHITEpHOH & 4
cern, bezonacuan paloTa B HHTepHETE _
7 Havuense aHTHBHPYCHLIX TPOTPAMMHBIY KOMIICKCOR ) 4
Hroro: | 34: | 32

MeToanMeckie VIRIAIE 10 BRI0IHeHn 1 ofopriaennie aafioparoprsix pador

TMaboparopHele W NPAKTHYECKHE paboThl O AHCLATIHHE sberonacnocTs HEEOPMALHOHHBIX
cHeTeM M 021 JAHHLIXY DPSANoIaranT PeLIcHHE JR084 10 TeMaM, NPeICTARICHHRM B TEMATHHECKOM
niane.

B npakThHucckofl w aabopatopHoil paboTe A0MMKHEl OBITh BRINMOJHEHR BUe MPETYCMOTRCHHBIC
sananna, B palore Aoiua NPocMaTpHBATRCA. NOTHUYECKAN NOCTICJ0BATLIARHOCTE H B3IHMHAN VEIIKS
OCHOBHLIX BacTeil padoTel.

PexoMenavesMas CTPYKTY pa padoT:

1) nens paboThi:

2} 3ATAHHE B COGTRETCTRHH ¢ RRIDPAHHRIM BAPHAHTOM,

1) TEOpeTHYRCKAA YaCTh, BRIKUAKILAA KPATHOE HUIOWEHHE TEOPETHUECKHX NOROKEHHT No TeEMe




pAKTHECCKO paboThi, QOpMYIEL 118 PEIIEHHA JLTAHNA

4) NpAKTHHECKAS HACTH. BEIIOYAIOWAR PUlIeHHe Sa1atns (10 TeMe npakTHIECKoH  paloThL
TlonoaHHTETRHO UMM HATAHOCTH PAcMEeTHBIT MaTepuan momer OLTe NpeICTARICH B BiLle TafuIHiL
rpadmkon;

5 BRIBOALL N0 paboTe:

(3) COMCOK HCNONbIOBARHON THTEPATY L

Pabornl MOTYT OLITE OPOPMICHE:

- MAIMHOTHCHEM TEKCTOM Ha auetax Gopmata Ad.

TuryasHef  aneT odopuasercs Ha ocHose CTO (2069024, 101 - 2014 «PABOTLI
CTYIEHYECKHE, Ofume tpedosatis i Tpasuia ohopsicHnssy.

PafoTa ANIHAsTes YETHO W PHHHMAETCR K 334eTY, SCH HET TAMCHAHHIL 10 £¢ BRITOAHEHHIC |
ofopatiernio. [Ipi 0TCY TCTRHE TRTEHHBIX Jal0paTopHix pador CTVACHT HE JONYCKAETCA K JAUETY N0
wicimmmee «51 1B belonacHocTh HHPOPMALHOHHLLX CHUTEM W 0a3 1aHHBIXY,

Jladoparopuan padora Ml
Kpunronposaiiaeps i mdpywomnie gaiiionsie cucient

Cryptoloop nozsoiaseT cOIIATH EPPORIHHER (RARI0BEIE CHCTEME! HA PATARTIN HECTROND AHCK
wan B afine. Jlaa  wwpposanns JanHux Cryploloop  MCOOIRIVET dRETIEROC YCTPORCTBOY  —
CORUMATRHOE MCERIOVETPOACTRO, YEPEd KOTOPE NPOXNGIAT CHETEMHLIC BRIZ0OBE K ipafiaoRof cucTeMe, H
OCYIIECTBARETCA BCA 0O i il bnpopyiuiin. Haunnas ¢ aapa O Linux pepcHi 2.6, nporpaMMHbIH
unrepipeiic CryptoAF] Gbin BCTPOCH B AADPO CHOTEMEL B Peiyiblare Hero OTIANA HEORNOAHMOCTE B
VCTAHOBACHNW AONOTHHTELIEX NATIEN K RAPY. H cOZIaHHe mfposaniby A IoBLIK CHCTEM CTAI0
HAMHOTO ML,

Tl weooassosanns  Crypioloop  HeOOXOOMMO  HACTpOHTE  HIpO OC W YVCTAHOBHTE
noawsopaTenseroe 110, B tafopatopusx yuebroro somnaexca «TexHOMOMHH Ge0nacHoCcTHY patoume
CTAHLMM Ve TIOATOTORACHR 1R Henonesosani Cryptoleop.

Jon  wposanis  sandelx  Cryploloop  senofapsyer opiiiiorpadiitic ekl anrapiTMsl,
npenocTapageseie aapoy OO, CoHeok JOCTYIHLN METOA0R ITH(POBIHI MOKHO DOCMOTPETE B ihaiine
fprocierypto. Codpannele B BHOC  MOANVIER  sapa  AITOPHTMBL  HAXOQAATCR - B Marnke
Nitimodules/<kemel version=/kernel/crvplo, rae <kernel version> - BepeHa aapa, Hanpamep 2.6.3.

HacTpofika netnesoro YCTpolcTh NPOHIBNIHTCE ¢ NOMONLEKY YTHAHTE losetup. Ona cBASHIRACT
daitn wan apyroe verpoiicreo (Hanpusep. [devhdbl) ¢ netnesey yerpodictaom /deviloopX, rae X =
0,1.2.... Tak#e B KAMECTES MAPAMETPA K l0SelUp yRaILBaeTen MeTo whdiposakns, Bee lanneairacMuie o
METACBOE YCTPORCTRO JAHHE NOLBEPralyIcs WP POBEHMIO 1 SANHCLIBAIGTCS B CRASIHHLIA C HHM tpaktn
HIK Apyroe YCTpoicTBO, AHRIOPHHHAR CHTYOUNA HADIIOAAETCH APH 4TEHHH B3 NETASBOrD YCTPORCTRL,
llpu oToM cHavata OPOHIBOINTCH YTEHHE HI CBAIAHHOIO paitia, w zarem gewR@posaHHe TOH
HHHPMATIHH.

Jlanee NpUBOIATCR ABA OPHMEPE M0 COMUAHMIC WHPPORAHHEOR (paRTOBON CHUTEMBL HO Pasieie
KECTROIO IMCKA W B daiine.

1.1.1 Cosnanue wndposarron (afaosoil CHETCME HI PAIASIE BECTROND JHckd

JlaHHBIR NpUMep ONHCHIBAST CO3Zanue mrpposannol  palnoBOR CHCTEMLL HA VCTPOHCT BE
‘devihdh] - nepswit pasaen slave-nucka va nepson [DE-gonTpoanepe.

1. Tlepen cozzanues widposantoi (afnoBol CHOTCMBI PEROMENIYETCA OTPOPMATHPOBATE
paiie] W JANOIHETE €70 COYYAlHLIMH JAHHEIME. MTO HAMHOTO 3ATPYAHHT NPOLECC obHAPY HEHHA
CTPYETYPHBIX MeMeHTOR ailiosol CHETEME HA paddede. Jlna sanoaseHHs pasgena ChyyaHHeIMA
MAHHEIMA HEODXOAHMO BEIOAHNTL!

dd if=/dev/urandom of=/dev/hdhl bs=IM

C noMolbi 9Toil Komasisl Ha parien /devhdb] konnpyiores Gnokn gannsx pazsmepom | MG ¢
yerpoitersa /deviurandom, reHepRpYIOLIETO TOCACIOBATENRHOCTE eayvaafiae GaiT nudopmatii.

2. Buifiop anroputsa Wndiposana saHHnx. B JaHHOM IpUMEpe HEROJIRIYETeR AES,

3. Hactpoiika nernenore verpoiicrsa. C NOMOULBIO YTHAHTEL logetup neTnerne VETPORCTBRO
‘dev/loapl cripsacTea © pataenod secTroro ancka /devihdbl ¢ wenoawsosaies wipposansi AES,



losetup —e aes-/dev/loopl) (dev/hdbl

Jlatee BBOAWTCA DAPQIb, HI OCHOBE KOTOPOrO. OyIAeT CHOPMUPOBAH KO UM aITopHTMa
LI PORaH HA.

4 Coznaene daiioson cnetemsl, JloNVCKAETCR HENOIRIORANIEE PASIHYHER THTIOR e RTEETTRS
cneres, B aannon npisepe — ex12. C noMomnio yruants mkfs daiiosas cuetesa ext2 CcoImaeTea Ha
neTaesonM yerpoiietee /dev/loopl;

mkfs, ext2 /dev/loopll

5. MonTnposanue (WHGPOBAHHOR (PaRA0HTH CHCTEMBI Tas Hatati) HEDGXOAHMO COBIATE TOHKY
wOHTHpOBAHKA, Hanpusep  /mntierypto,  anee ©  noMomeo yTRIHTRE - mount NPOMIROIHTCR
MOHTHpoBaHIE BAliNOBOH CHETEME! € TIETIEBOID YU TPOHCTEA ‘deviloopll & karanor /mot/eryplo:

mount -t ext12 /dev/loopd (mnvcrypto

rae ext? — Tan dainonoil cHeTeMbl (IAHELIT TAPAMETP MOKHO HE YEATLIBATH).

. UIndposansad (ainosan CHCTEMA COBTEHA H MOTORL LI1E HCMOTRIOBAHAS,

7. PasmoutupoBanue (aitnonodl CHCTEMBLE

Umount ‘materyplo

§. OTKMOUYCHHE NETNeBOro YeTpoicTRa

losetep —d /deviloopl

1.1.2 Cozaanue wndporanaoi fait 1060l cucremel B (adiae

Ulndpposannas haiinopss cuctema B afiie CO31ACTOR AHATOTIHO, FAHHCTEEHHEIM OTIHUHEM
ARMAETCA YKAIAHHE B NAPAMETPAN KOMAHI HMCHH faiina BMeCcTo YOTPOHCTBA.

|. Cosnapne faiiia @ 3an0aHeHRe ero CIy4alHLMI JTEHHBIMH. O mosollk yThantsr dd
coamaeren aitn cryptofs. dat pasmepos 100 MG (100 Gaowos ne | MO) B JomaiuHeM Karinore
NOALIOBATEAH H IAMOTHASTCA CAYUAHHBIME JUHHBIMH!

dd if=/dev/urandom of=-/crvptofs, dat bs=1M count=1{H

2. Hactpoiign neiiesoro yerpoicTaa

losetup ¢ aes /dev/loopl ~/eryptofs, dat

1. Hanee no apelbiiyilesy MpusMepy:

mkfs. ext2 /dev/loopl)

mount —1 ext2 'dev/loopll /mnt/crypto

1.1.3 Henoassopanue mudpopansoi Gaiaosof cHcTeM;

CMOHTHPOBATL WM POBAHEYIO (hafIOBYH) CHCTEMY MOMRHO C DOMOLULRKY ¥ THITHTBE mount ¢
wiasasnest aing Wi yCTPOiCTEa, TOHKI MOHTHPOBAHIS W METOI LIHPROBIMIA

mount /devihdb] fmnt/crypto —vencry plion=ags

mount —‘eryptofs. dat /mnt/eryplo —oencryption=aes

1.2 llndpopannetii cerernil kawan PPP-55H

C nokyMedTandell 0o coaannio WdPORIHHOTO KAHANG PPP-SSH so®Ho 03HaAKOMHTECA nog O

Linux {fusr/doc/Linux-HOWTOs/ppp-sshi unu 8 Hurepuere [2].

INpakruueckan paiora Nel
Kpunronposaiiaepst n mugpywomne gail1o8sie cuerem

Pado4ee JanaHne
1.1 Wadponannas daiinosas cucresa Cryploloop
|, Cneays HECTPYKLAAM B AOKVMEHTAUNH, H HCNOALIYA CIPAROEHOS PYROBOICTEL 3], cosnate
iHdposaray 0 GAfNOBVIO CHETEMY B NPOHIBOALHOM frafne.
2. MMepenmeath & cottamiyio OO HECKOILED TERCTORLIY (ailios,
3. [pocMoTpers cogepinnsioe diafina, conepuamero P, Clenath BLBOLN.
1.2 Undporarinit ceteroit kanan PPP-S5H
|, CHpaRoMHTECH © JoRyMERTAIMER o custaniw undposantoro xasana PPP-SSH (w Oc
Linux & /ust/doc/ Linux-HOW TOs/ppp-ssh uau n Hureprere [2])



2. llepenucaTe TEKCTOBOH NpOMIBMILILIGL (pain © ognoll pabodell CTAHLMH HA APYTYIO B C

noMowse CHuddepa wepdump B MOMEHT KOTHPOBAHMA 3ANPOTOKOINPORATE NEPEIABAEMEIE MO CETH
nanHee. Tak®e MOEHD anpoTOROIHNPORATE ceTeBYI0 akTHEROCTE FTP nan telnet ceccun.

3. Cneays HHCTPYRUMAM B JOKYMEHTAUNN, H Henoaksys manual pages [3], nacrponts 35H w
COIATE MHGPOBATHEIR KAHAD MEHIY ARYME ROMNEHOTEPAMH (OOhETHHURINHCE © COCEI0M ).

4, Howropure aeHcTeHg, ONHCANMEE § 0.2, HO VilE YEPes cOTTAHHM ceTeroil Kanan, CpasHuTs
MOIYICHHBIE PEayAbTalnl (Jamn CeTeBoro Tpadnka) i CASNaTE: BBOIGL

Naboparopran paiora Nel
Hiyvaenne cuereMbl Ceprufuyatos o unfposoil noinncwy

Leas padorss: HectegopaHie CTPYETYPEL AITOPATMA H METOIHKH NpakTHueckol peatniauxn (L)
s

OcHoBHbie TCOPETHYCCKHE noaewennn: Texuonords npumencind coctemel LT npeanoaaraer
HAIWYHE CETH ADOHEHTOE, ODMEHWBAIOUIMNCH NOANHCAHHEIMH WIEKTPOHHBIMK  JokyMenTamu. [Tpu
OOMEHE WEKTPOHHRIMH JIOKYMEHTAMH 110 CETH GHAYMTENLHO CHIUKAKOTCH 3ATPaThl, CBABAHHBIC ¢ HX
QOPatOTHON, XPAHEHNEM I ITOICKDM.

CUIHOBPEMEHHO NPH 3TOM BOZHHEAET npodieMa; Kak ayTeHTHRHKAUHHN aBTopa MEKTPOHHOTD
JAOKYMEHTA, TEK H CAMOTO AOKYMEHTA, T.2. VCTAHOBIEHHE NOJIHHHOCTH ABTOPE H OTCYTCTRHA HIMEHEH N
B IQIVHEHHOM JICKTPOHHOM COODLIEHHH.

B anropurmax DU Kak W B ACHMMETPHUHBIX  CHCTEMAX  WIHQPORINNAE  HENGIRIYIOTER
onnonanpasacHibe Qyacann, T wenoasayeres s ayren THIHKaUUH TEKCTOR, NePeIapaeMbIN 110
TEACKOMMYHHEALHOHHBIM KaHaaM.

DUIT npeactasmaer coboil oTHOSHTEABHO HeDOABWONH OOBEM  JONGAHKRTENRHCR W poROH
HHQOPMALINK, NepelaBaeyol BMECTe ¢ MTOIAMHCAHHEIM TERCTOM.

Konuenuns fopsuposanss LT ockosana Ha o0parnMocti acHMMETPHYHLIN G POR, 3 Taloke
Hi BIAMMOCBAZAHHOCTH CORCPHHAMOT EIL'I{H‘;I]IL".HHE. Canton IOAMTHCH H |'|EI.F|||-| kmoueil, HasMeHeHHe xoT#
0111 AHOD HE FTHX MEMEHTOR COCACT HEBOSEMOMEHRBIM THLTTRCDSICHAC D LI H HECTH MOJMTHEH . Hﬂ‘TDPﬂH
PEATHIVETCH NPH MOMOLIH SCHMMETPHYHBIX &ITOPHTMOB WHPPOBAHIE 0 %Ay HEURL

Cucrema 2L pkmovaeT one npomenypid:

o ipMUpOBAHKE URPPOBONE NOANHCH:
s [POBCPEY UH(IPOBOR NOITHCH,

B npoueavpe OPMHPOBEHEA NOANHCH  HCIMIBIVETCH  CERPETHBIR  KAHY  OTNPABHTERA
eOODLLEHHA, B NPOUETYPE NPORSPEH NOAIHCH — OTKPLITEI KMoy 0TnpasH e,

bBoaomacHoeTh cnoTesMil RSA onpeienseicd shMMCIHTENLIOR TpYIHOCTRIO PASNOMEHHA Ha
MHORBHTEAN OO0IbWAY Usnbix wueed. Hegocratkos anroputsa inporoit noanucn RSA gsasercs
VHIBHMOCTE €€ K MYIRTHROHKaTHEHON arake. Jpyvrumu cnosamu, anropuiy LIT R5A  noseonser
xakepy (i SHOHHA CEKPeTHOre Kmoda cfopMHPOBATE AOANHCH MOO TEMH JOKYMEHTAMH, B KOTODHIX
PEIYALTAT - XIUMPOBAHHA MOWHO BREYHCINTE Kaik NPOHIBEICHHC PeryisTaTa NOIIHPOBAHKA Ve
MOAMHEAHHBX JOKYMEHTOR.

[MpasTiqeesan padora Nel

Hivuenie cucTemsl CepriuEaTos i nupposoil noanuen
Aaropiry yaektTponioi wwhposoi noanmen (LT RSA
LOunpeeaenie oTKPLITOrD ses i CeRPeTioro adys kawoseli (1eiicTrIA oTnpagurem)
1.1. Buidop ABYVY BIAHMHO NPOCTLIX DONLIIHX MHCED P 0§
1.2, Onpejenenie By NpoHIBeIeHna n =p*y
1.5, Onpeaenenne pyukann Xinepa: gfn ) = (p-1)(q-1)
1.4. Bubop cexpernoro kaoua o ¢ yuetom yenosuii: 1 < d < gbfn),
H i, ghinly = |
1.5: Onpeaenedie 1MaYeHNd OTKPLITOrD KMOYa € & <H.
e “dfmod gifnpi=1

2. Wopsuposanne 111



. Bumenenne X - tHauenns cooduenns M: m = h (M)
2. s nonyaenns LT wrdpyes x5 - InavenHe m¢ OMOLIERK CERPETHOD K/HHa o H 0TpaBIses
noaywaTedko posyio noamuck S = m" (mod 1) 1 oTepRITRI TekeT cootwenn M

[0

S AyTenruducannn coofmenun - nPORCPRA TOLTIHOCTH 101en
3.1 Pacmnpporka unposoil noanuck § ¢ NOMOIRD OTKPRITOrG KAKGE € M DLOHCTSHNE ¢ X -
sHaueHnn m'= 8 fmod n)
3.2, Brvycnenne X - sHa4CHRE TPHHATOTO OTEPRITORO Teketa M u m=h (M)
3.3, CpasHeHBE X301 - sHaseHmil mow ', ccam m=m’, 1o WWidposas noamice § — JOCTOBEPHA,
Hponeaypy opsiposanns L coobmenna M pacemoTpiy na creaviomen NPOCTOM [IPHMEDs
34 Ber+moacHHe X300 - SHAYeHHA conbinenmna M m= M),
Xamnpyemoe coodmenne M npeacrasns Kak nocae oBATe EHOCT] HETX WHeen
3.5, B CoOTBETCTEMH © NPUREIEHHLIM BLIUE ATOPHTMOM popmiposanns LT RSA suifupacy s
BRIHMHG APOCTRIX YHCHa p = 3, ¢ = Ll sumucases wnadeane n=p*q=3*11=313 puGupacs uauenne
CERPETHONO KMo @ = 7 1 BLIMHCIREM SHAYSHHE OTKPBITOro Kmoya ¢ = 3, Begrop uusunannzame Hy
EbIOHPACM PABHEM f (BEIOHPACTON COVHARHEIM 0DPaIoM ),

Xl - koa cooduenna M =312 gopaapyeres creayiommms of pasom:;

—

Hy =M, +Hy)’ (mod n) =(3+ 6)° (mod 33) = 81 (mod33) =15;
Hs=iM:+ H';;JI feand wi} = {1 + I5)° (mod 33) = 256 fmod 33) = 25;
Hy =(M3 +H )" (mod n) =(2425)° {mod33) = 729 (mod33) =3, m=3

3.6, Aas noayvenng LT wondpyes x0u - sHa5eHRE M C DOMOUILI CEXPETHOTO KTI0MA f H OTOPABAKEM
QY HATEMO LIMIPOBY IO NOANHCR

5= rr_r“r {mvend i} o emspaimsi g mekcm cootmenas M
§ =3 (mod 33) =2187{mnd33) = 9

A7 Nposepra noanunnocti LT
Pacmponka § (1, €, suqucicHne ef K30 - SHAHCHHA M ) TPORIEOINTCH ¢ TOMOLLRKY OTKPRTOLO
ELITHOH A B

wt"=8" {mod n) =9 (mod 33) = 729(mod 33) =3

3.8 EBenw CPEBHEHHE X300 = SHauYeHHl M mr noEASLIBAST MUY PABEHCTRO, T.¢, w0 =m". T0 NOJ0HCE
ARCTOBCPHA,

4.Coaepwanme oTaeTi
4.1 CocTapib GIOK-CXemMy aaroprTsaa i nporpasmyy Gopsuposanus I RSA,
4.2, JInetunr nporpavme pacaera T RSA B cooTeeTcTonm ¢ 3anmasmem

Jaboparopuan padora N3
Yupasaenne npABaMe 10TV NOARORATEICHTPYIN K HOopMannenHeIN Pecy pei

Llean: Hiviienne mexannimon ynpasncHus [ocTyviia K pecyvpeam, npas oocryna. [locThmenne
MOHATHA MTR3OBATENH H [PYIILE "ljﬁﬂ‘ﬁFETEH”I’: NPAOKTHUCCERY HARBIKOE FYIPARICHHA NONEIDRATETAMMK
M NOMOMH  KOHCOJIEHLIS YTHIHT. [IPI‘IDﬁPE’TEHHE‘ HaHBIK DR F';:l';._:'l.'l'l'hl ¢ MpaBasMH MONLIOBRATENSH W
NPaBan e HA d}-ﬁﬂ.."lhl. BATANOEH [IPH MOMOIE EOHCORILIN YTILINT,

TE‘U'PEIIH"EEHHH AT

¥ xwkooro obketa (daiina) ecTh VHHKLTRHOE HMH, 110 KOTOPOMY K HEMY MOMKHO 0DPALATLEH,
KOHEUHE Habop ONEpaumil. KOTOPKIE IPOIECCH MOTYT BHTOAHATE B OTHOWEHMI 31010 0dberra, Daiiny
CBOMCTREHHE! OnepaiHn read, write 0 execute.



(OBEPLICHHD OMCBHAHO, YTO HYACH CHOCOD MIPEILCHIA NPOIECCaM A0CTYTIA K TeM 00ReKTaM. K
KOTOPWM ¥ HHX HET Npas J0CTyna. Bonee ToOro, 9TOT MeXAHHIM T0EeH TAK@e NpeaocTapIaTh
BOIMOMHOCTE TIPH HEODXOAHMOCTH OFPpaHHYHEATE NPOLECCH |1l'I:lH'='|-ﬁEI]mM P EEHH RS ﬂﬂfpﬂllliﬁ.
Hanpumep, npeuccey A somkeT OwTh JaHC OPaBo NPOBOOHTE YT¢HHE JdaHHbix W3 aiina F, no ne
PAIPELICHD BECTH SANHCE B 2107 (haf.

[Ipasa aocTyna 03HAYAOT PAIPCLICHHE HA BRINOTHEHNE TOA WM WHOA ONEpalHY {YTeHHE.
FANHCH, NCITOJTHEHB R b

Korna noseaoearent BXoaMT B cecteMy, ero odonouka nomyuaer ULD e GID (UID -
HacHTHHEATOP nonkiosatens, GlID - waenmudmrarop rpynne), KOTOPBIC COOCPIHRATOR B Sro 3A0HCH B
draiing naponefi, ¥ OHW HACTENYIOTCH BCEMH ero Jouepuump npoueccadu. llpeacrasias mobyio
podOrHano (UID. GID). mokno coOCTaBUTh NoaHLI cnHcox scex obbewToB (Qalnos. BEmOYas
_'..'C"I'I':I'I:I'nl.'_'"[]'!ﬂ BREOAA-BRLIAGAA. KOTORLIE NMPREICTARACHRBD B HAIC LN T EHELS l]]ﬂu.:lﬂl-l- " I.,J.._].. K KDTﬂp!ﬂ:‘-’l
NPOLECe MOKeT ODPATHTLECE C YKLIAHHEM BOIMOAHOID THILE J0CTYNA {MTCHHAES, SNk, HENOITHEHHE ),

Jlea npouceca ¢ opnnakorof komBuuammedt (LI, GIDY) 6yayT #meth abcoloTio OIHHAROBLIT
A0ETYO K OanHakoromy Hadopy ofwextos. Tponeccs ¢ paindmoisMacd iasennssa (LI, GID)
OVAYT HMETR A0CTYN K pasiie vabopay dainon, XoTa, MomeT DLITh, B €O SHAMHTETLHEM MEPEKPLITHEM
ITHN HADOPOE.

SULD (Set User 1D)

ATpubyT Becnoausemore faifing, NOIBOTAOUMA JANYCTHTE €MD © NpasaMH  Bladensus. B
ONepalHOHHEXY cHeTeMax Lmux npunesense salyekactod © Npasamy NoAL3OBATENE, 3aNVCTHEETO
VEATAHHDE ApHaokense. Dro oecnennBsaeT JT0NoIHITEIRHYI0 DCImacHocTE TR, HPOLESC ¢ IpaBamMi
AIEIOBATENS HE CMOKET MOAYMHTH JOCTYID Ha ANHCE K BAAHBIM CHOTEMHBIM haiaam, Hanpamep
‘ete/passwd, KOTOPBI TPHHALIEHNT CyNeEpoakIOEATeTO root. Eean ma nenoimaessi failn yeraHosieH
GuT suid, TO NpH BLIOCIHEHHH 3Ta NPOrpaMMa ABTOMaTHYCCKHM MeHseT «yppextneumii userlDs wna
HASHTHPHEATOR TORO NONEIOBATENN, KOTOPLIN ARIgeTCH RAadeasies yroro faiina. To ecte. He 3aBRcHMO
OT TATFS = BT FAMYCRDET 3TY T POMd Yy, S PR BRICELTHEHE I M 2T I'I]"I'ﬂl:'."d KOBHHHD 2T000 fbﬂﬂﬂﬂ..

SGID (Set Group L)

Axanornded SUID, #o otvocuTeea & rpynne. [Ipu sTom, ecim 008 KaTtanora vCTAHOBICH OHT
SGID; 10 coinasaeMble B HEM ODBEKTR  OyayT nORYUaTs PYNNY  BIAMelBLEA KATANORA, A He
NOALIOBATEIA.

Hpakrumecsne npuviepe

Yinate npasa wa gaila/ anpesTopio

sitid ubuntu: -5 is -l ‘hin/ls

-rwxr-xr-x 1 root root 129280 Feb 18 2016 /bin/ls

Mpasa Q0CTYOA COCTOAT W3 Tpex Tpoek cuMpoiags. [lepras 1pofika npeactanser npasa
RA3Aenbla hafina, BTOPAR NPEACTABNACT NPaBd IPyone haias B TPETLA HPABd BOEX OCTAIBHBIX
noak3oBaTene.

B nanres chydae 310 |

. wrwxs - [lpasa saazensua dhaiina
. ur-xn - [papa rpyane daiina
. ar-x» - [lpasa Beex octansusix Ha daiin,

CHMBOJL 5% OZHAYAET, YTO YTSHHE (NPOCMOTP JAHHBIX CONCPRAIHNCH B t|.lﬂﬁ.'l'E] paspCieH, W
OIHAYAET 3ANHCH (MIMCHCHHME, 8 TAKOKS VIAICHHS N3HHBIX) PAIPCINEHO W @Xh OIHAHACT HCTIIHEHHE
[ANYCK NPOrPAMME! PAAPELILEN ).

Taknm obpazoM. ecaH B UENOM NOCMOTPETE HA NPABA MBI YBIINM, MTO KOMY ¥TOOHO PAIPeIleHo
YHTATE COASPHHMOS H MCOOIHATE 2T0T (ailn, Ho TONLKO BIAJenbiy (root) PaspellcHe Kak nHoo
MOHUHpoRATE 10T paitn. kMl canBaMi, HOPMAThHEM NOALIOEATETAM paipeleHo KomHpoBaTh
COJepanMo 3TO aiim, 10 TONBKO o0l MOKET WIMEHATE WK YIANATh ero.

Chipeneienine TeRyImer e L IEaTe T 0 UPYI B KOTORRIX 0H COCTOH

[Mepen TeM. KaK HIMCHATE BAAICIBUA WM FPYINY KOTOPOR npuHaaiesut dain, Heolxoammo
YMETh ONPLJendTh TEKVISrO NONLI0BATENN W [PYINY K KOTOpoil O opuHaiiesut, Ytode yiHars nol
KAKHM NOIBICBATEIEM Bbl padoracte, Hatepute whoami:



situbuntu~% whoami

it

Tl onpeacacHns B KAKKMY CPYANAX COCTOMT MOALI0RATENL 51l HEOOXOUHMO BOCNONRI0BATLCR
KOMaHIOH Eroups;

sit@ubuntu:~§ groups

sit adm cdrom sudoe dip plugdey 1xd lpadmin sambashare

W3 atoro npeMepa BHAHO. YTO NOJIB30BATENL SIL COCTOHT B FPYTINAx sit, adm. edrom, sudo, dip,
plugdev, Ixd. Ipadmin, sambashare. Ecil Bel XOTHTE NOCMOTPETh. B KAKHX IPYONAX COCTOMT JApyrodi
NOTLIOBATE b, TO EPELARTE €0 HMA B KAUSCTRE APrYMEHTA.

siti@ubuniu~$ groups root

rot 3 root

Himenenne noab3oBaTeas 0 rpynnG! Balensum

Yrolel HIMEHHTE BAAJETRIR WAW Tpynny fafiia (HaW Apyvroro 00LeKTa) HONOARIVETCHR KOMAH R
chown win chgrp cootsereTeHHD. CHAYATD HYAHO NEPEIATh UMA TPYIOLE KN BIAICTBLA, 4 0OTOM
crHcoK dainos.

chown sit home/sit/itmo.ixt

cherp sit home/sititmo.xt

MiskHO TAKKE HIMEHATE MOMLIOBATEIN W ITYINY OJHORPEMEHHD MCIOIRIYA KOMaHay chown s
Apyrod uopae;

chown sitzsil Chome/siviimo.ixl

peaynpexienne

B de Momere Monosiorate KoManay chown Ges npas cvnepnonsiopaTe]s. wo chgrp mower
DbiTh HCOOIEIOBAHA BCCMH, YTOOB HIMEHUTE IpyIIy-miatensua daiina va ry rpymmy, K KoTopoll oHi
MPHHALIE AT,

Inaromerso ¢ chmaod

chown 1 chgrp HENOARIVIOTCA A8 HIMEHEHHA BIAISABLA H TPyINE 00kekTa daiinosoil CHCTEMbL,
HO KPOME HHX CVINECTEVET W APYIAd nporpammia, Hasssaeuads chmod, KoToOpas #Cnoab3yerch L
WIMCHEHHH [PAB J0CT VIS HA YTEHHE, JMHCE 1| HCNOTHCHNE, KOTOPRIC Mbl BHAHM B BRIBOIE KOMAHIL |5 -
|, Komanga chmod wenonwesver asa u 000 apTyMEeHTOB: METOd., OOHCBBAKMUHA KAk HMEHHO
HEGOXOIHMD HIMEHHTL MPARA JOCTYNA © NOCHEAyIowis Byenes daiiaa wan conckom daios, K
KOTOPRBIM I[E\'I,'!-E'l.‘i{l-r'_[“r.ﬂ'l NMPRMCHA T ATH HEAMEHEHHA!

chmod +x ‘home/sititmo.sh

B npeMepe BLIUE B KAMCCTEE METOME YEEHHO +x. Kak MOoMH0 10TAIaTeCH, METON —X YRAILIBAST
chmod, uto daiin HeodXoIHMO CACTATH HCNOIHASMBIM  [L18  OOILIOBATENS, TPYNONL H AGR BCEX
oCcTanbHbX. Ecnr Mbl pelny OTHATE BCE MPABa Ha HenoaHerre daing, 1o CAeaem BOT Tk,

chmod +x thome/sititmo.sh

Paspeenne Mesiny My oBa e es, Py Ineil g BeeMi 0cTIbHbBIM I

YacTo GLIBAST YOODHO WIMEHHTE TOABKO OIHH HAK 183 Hofopd npas nectyna 3a pa3s. Yrobw
CABAATE HTO, MPOCTO HEOOXOAMMO HCIOIEI0RATE COSUMATERET CHMBON 17TA 0D0IHAYSHHA HAaDOpa npae
JOCTYAR, KOTOPEI HEDOXOIHMO H3MCHHTE, CO SHAKOM ofns HAH ¢—» nepes HuM. CHMBO dls U8
MONLIOBATENA, «28 LR TPYINRL K w08 A OCTATRHLN NOILICBITEICH,

chmod go-w ‘Thomesivitmo.sh

Jlanusii npiEsMep VIATACT NPABO HA 3AMACE LI TPYIME H BCeX OCTAIBHBIX NOAL3OBATENEH, HO
OCTABIHCT MPasd BIAENBIL HETPOHYTEIMH.

Yuenosbie pesnmn

CyUECTRYET €Ul OJIHH TOCTATONHO PACHPOCTPAHEHHEIH Cocol VRATAHHA APAR: HCNOTRIRAHRE
HETRIPEXIHEYHEIX BOCEMEPHYNBIN MHCED, DT0T CHHTAKCHC, HATLIBAETCA YHCIOBBIM CHHTAKCHCOM IpaB
AOCTYNA, [le Kakaan umdpa npeicTaenser Tpoiky  paspemendii.  Hanpumep, s 0777, 777
VETAHARAHBAIOT fUIdry A BAAJETRNA, TPYNNLL H OCTATBHBIX noawiosatenei. Hivwe talamua
FIK IR BARIOUEEA KK TPAHCTHEPYIOTCA MPasa J0eTy il Ha SHEN0BRIE THANEHHA,

Peikun  Hucno

rwx 7
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umiask

Korpa npouece cozsact Hoselii draiin. OH VEAILIBACT, KAKHC NPABd JOCTYIE HYMHO 3A04Th IIH
JaHurOoro pafina. JavyacTyve IAnpaieaioTcd npaga 0666 (4TeHBES H TaMick BCEMM), YTO JaeT QONbLIE
PRIPEIIEHIH, YoM Heobxommo B DoasinscTre civaaes, K cqacrni, kasimi pas, gorna s Linex
CcO3AAeTCA HOBEI haiin. cacTeMa o0palAeTes K NApaMeTpy, HasslBaeMomMy umask. CHeTeMa HCNOMEIvVeT
tHageHne umask 9Todkl NOHHINTE HIHAYATEHO 33]1aBdeMBle PAIpelledd Ha 4To-T0 GONee pasvMHoe i
fezonacHoe. Bel MomeTe npocvoTpeTh TERYINHE HAacTpoiEn umask Habpar umask B KOMBHIHOR CTPOKE:

siti@ubuntu:~% umask

2

B Linux-cicreMax ana4erHes mo vMoTuaHuio 118 umask apngerca 0022, uyto notpoIseT ApyraM
HUTATE BalK HoBLe dailiel {eciy oMK MOTYT 0 UHX 200paTkea), Ho He HiMensts Wy, Uroldn
ABTOMATHYCCKH ODECITCUMBATE DOLIUHA YPOBCHE HUMIICHHOCTH 08 coviasacbiy Gaiios, MO#HO
HAMEHHTS HacTpoikn umask:

sitigubuntu:~% umask D077

Takoe IHavcHne umask NpHBECICT K TOMY. 4TO TPYNOA H NPOMHE HE OYANT HMEThH COBCPLICHHO
HHELKHX Npas J0CTYNA J8 BCEX, BHOBR CORIaHHBIX (aiijiol,

B orapyme o7 «odYHOr0R HATHAYEHHA Npas Joctynag & Qainy, umask 3aieT kKakse npasa
AOCTYTE A0UGKHEL DLITE oTRI0Mennl. CHOBA NoCMOTPHM Ha Tadanmy COOTEETCTBHA 3HAYCHW YHCeT B
METOIDR!

Pewnm Hucho

wx 7
- 6
oy
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- 2
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w1l

Bocnoasrosasiunch 1od tTabnnied Msl BHAKAM, YTo nocaeadye TpH 3Haka s 0077 obozHauarT —
PWXTWH, Umask NoKasLBaer cHeTeMe. KakHe 1Ipana JocTyna oTRounTE COBMECTHE HepRoe | BTOpOe
CTAHOBHTCA BHAHO, YTO BCS NPaBa 108 PYNEGL B OCTAIBHEN DOARIOBATERCH GyIVT OTKIAKMEHE, B TO
BPEMA KAK NPABA BAANSALLA GCTAHYTCH HETPOHY THIMH.

Hirvenenne suid n sgid

Unocod yeTaHoBEd 0 yaanesua Ouroe suid wsgid spessayaine npoct. Yol anars Gur suid;

chmod u+s ‘home'sit/itmo.sh

Hrole maaare 08T sgid:

chmod g+s home/sit/itma/

OnpeaeacHne Neprore THAKA MPag 100Tyna

(Yo HCnOORIYETCH U8 saaadns Ouros sticky, suid w sgid copmecTro ¢ npasayvm 10CTyV s

suwid  sgid  osnicky pesoam

on on o on

on  on  off

on  off on
on ol off
off on  on

Tad = A T )



off on  off 2

oft off on |

ol off offt 0

Hue npuBeacH NpUMEp TOFO. Kak HCNOARIOBATE YeTHIPEX SHAYHBI PEKHM 114 VCTAHOBKR NpaB
AOCTYTA HA AHPEKTOPHED.

sitt@ubuntu:~% chmod 4775 home/sit/itmo

sitiubuntu:—3 15 -1 ‘home/sititmo

-rwsrwxr-% | sitsit 0 Sep 9 12:42 'home/sitimo

KoMco LB KOMaHL:

. id <1EdaTh HASH THPHKATOPE 1071 B30RATENH >

. charp <HivenuTs rpynny @aiina=

. chown <HIMeHHTL BIadensua u rpynny jaiinos=

. chmod <WiMeHHTH Tpapa nocTyvna K thaiinv

. usermod <HIMeHeHIe NapaMeTPoR YHeTHOH 3anHCH NoALIoBATENs™

. useradd <cozzanne HOBOIO NOABIORATENN=

. userdel <yaaneHne nodesoBATENR>

. whoami <onpeieieHne TERY LTS I0Ib3CBaTEIN>

. umask <onpeieneHHe WIM  YCTAHORASHHE MACKH Npas 10CTYNE M8 BHOBE
codjanaemMux gajinop=

. sudo SU <OomyHeHRe NPAB CYNePIoab30BRaTeId

. GrOUPs <ofpeieleHie K KakHM CPYInaM MPHHATTEHHT M0IbI0RATE RS

I pakrnueckan pabora Nod
Nupagaenie npasavy 10TV N0 IBI0BATEICH T PYIN K MHPOPMALROHHEIM pECYpeam

. Crikpofite Jaa TepMiBata (B ceprepHely Linux 108 NepesnioqeHns Mewmy
repMEHanaMy (tyv) ofpHo menoak3veTed codertanne kaasnm AlGF[1-5]) B oanom ws nex
NOIYMHTE TIPABA CYNEPIOIBRIOBATENR NENDNRIYVA KOMaHAY sudo su;

. Hiyunte rax coilare NOALIOBATENR © JOMALIHHM KaTAI0TOM € HOMOLLBKY
KoMaHael useradd n3 cnpasounoi J0KYMEHTALHE Man

. Henoneava useradd cozpalite noneaonareis «sitn ¢ J0MalIHHM KaTAnoros asitds.

. YCTAHOBHTE Napoibs N8 HOBOTO [MOABI0BATEAR  asilde ¢ NOMONIBKY KOMAH b
passwid sit2

. Brifiante B3 cynepnoapioparets koManaoil exit

. BofianTe nmoa nepseym  TEPMHHATOM B NOIBIOBATEAR  «sile, BO  BTOPOM B
noaksoBaTens «siis

. [MocmoTprTe Kakol HISHTHPHEATOR TOAYUH NOOLIOBATENE «Sith H NOAL0RIATER
“SIt2 5 HCMOABIY A KOMAHIY id

. [TocmorpuTe npasn AOCTYNA HA JOMEIIHWE KATAN00 NOALI0BATENSH wsils H asilw,
HETIONBSYH KOMaHIy s

. Coaaiite faiin non noawsosarenes «sit2e ¢ Mackoi 0077 penoakive umask

. [Monpodyiite NPOMHTATE €r0 COOCPHHMMOE NOI NOALIOBATEACM #S1tw HCMOIbIVA
KOMAHTY cal

. Hasmennte  mpasa foctvna Ha Qain Tak, uTobbl NOABIOBATCAR  wsile MOT
JANHCHBATE B (Paf, HO HE MHTATE ¢ro.

. FanHIWHTE TEKCTOBYH HAQHOPMALKKI B (Pailn 13 00 NOALI0BATCINR «S1ty HCOOABIVA
KOHCOMRHBIA TEKCTORKIA PEJAKTOR VI HIH nanda

. [Mposepbre npasa \a haiin. v NPOMRTAHTE CIO COACPRUMOC W3 11O NOJLI0BATETH
usl2n

. CozaaiTe kataior i 0ol DOALIORATENS <5120

. YCTaHoBHTE NpaBa HNHCH AR TPYING N0ALIOEITeIeH Ha JanHmil KaTanor

. HoGankTe noaLIOBATEDR €5itn B TPYORY «SI2% € NOMOLEK KOMAHIB Usermod



. [Mposephre B KAKHE TPYROEL BXOORT T/ bOBATEE G511

. Cosnafite Heckoabko Daiiios B katanore, KOTOPLH Db COLI4H NOTBIORATETEM
sit20 W3 (01 NOABIORATETH @sily,

= OEHAKOMBTECE Kak VAATHTE NOLIOBITEIA BMOCTE © CONCPHHMBIM. T JOMALLTHETD
KATAOrR uicn !'.IHEI-'ﬁ'-l]'lDFi AOEYMEHTANHH

. YIanuTe NonLIOEATE A 31120 BMECTE ¢ ero JOMAIHHM KaTAT0roM.

Aadopatepuasn patora Ned 5
Hsysenne nporpammnsix cpeacrs cRanmpoBanme ceteil i 0oHapyReHns ATaK
METOaR 1MUY R YEIEHNOTD J0CTYI K DECYPEAM KOMILIOTEPHOI et besonacnan paiora n
HHTEpHETE

Heaw  paforen: Hayunts cnocodbl NPHMEHENHS M BOSMOWHOCTH  OBMIEAOCTYIHEIX  (IPOrPAMMHBIX
CPeICTE TECTHPORAHER 'Hl:ll'll-l.‘ll:l."-rﬂﬂlilzllllllflﬁ OEIHACHOCTH [CHaHEpOD DUAIEACHOCTH ],

| Kparkne Teopeinyicekne creacHns.
Cranepp YRIENMOCTEH — 310 NPOIPAMMHEBIE HIH AMNAPATHEE CPEACTRL, CAVIKAlHE T8
QCYUIECTATEHNA JHATHOCTHKE H MOHHTOPHHI S CETCBBIN KOMIEIOTEPOR, NOIBOMIHILIEE CKAHHPORATS CETH,
KIMITBIOTEPRE H IPHICHCHHA Hit NPeaMeT COHAPYREHHA BOIMORHEN NPOGICM B CHCTEME DeIDNACHOCTH,
OLEHHBATE H YCTPARATE YRIBHMOCTH. CpedcTha AL NI HHOCTH HECTEAYIOT CETh 1 HUIVT
"cnatipie” MECTa B HEIT, AHATRIHPYIOT 10V YEHHBIC PCEYIETATRL H HA HX OCHOBC CO3OAR0T PANTHYHOID
PO/ OTHCTRE UHH DOIBOARKOT BRSBHTE TAKHE THIHYHEE YHIBHMOCTH HAGOPMALHONHBIX CHCTEM, KIK;

= AbIph” B Oporpamaax (back door) v nporpasael THoa “TPosHCERA Koue';

* Cnahse naposin;

¢ BOCTIPAHEMYHEOCTE K MTPOHHEHOBEIMEY MY He30i M IIEHHBIX CHCTEM !

*  HENPaBH/IBHAN HACTPOAKA MERCETERRIX paHos, Web-cepBepon 0 Haz 1anus,
DY HEUHOHHPOBATE TAKKE CPEACTRA MOIVT HA COTEBOM YPOBHE (network-based ), yposie onepatiwonsod
cucremel (host-based) i yposne npuiowenna (application-based), Hanfoasluee pacnpocipanenne
NOIYHHIR CPOcTha AHLTHE JAHIIEHHOCTH CETERRIN CCPBHCOE I MPOTOKMI0RE, H'I'ﬂphr.".-l}{ no
PACTPOCTPAHSHHOCTH HBIHKOTCA CPCACTES AHATHLA JAMIICHROCTH CIEPALHOHHERIX cHeTem (O0).
oo oGHAPYKEHUA YR3BHMOCTE, TIPH IOMOUIH CPEACTE SHANHEA FUHIHICHHOCTH MOBHO DRCTPO
UHPEIEANTE BOC Y3TL! KOPIOPATHAHON COTH, JOCTVIIHLIE B MOMEHT NPOBEIEHHA TECTHNIBAHWA, BRINBHTE
BCE HCMOTRAYEMRIE B HEH COPBEUCH] H MPOTOKOE, KX HACTPOMKH H BOIMOMHOCTH JU1H
HECAHKIHOWHPORAHHOID BOSACHCTBNA (KaK HIHYTPH KOPNOPATHRHON CETH, TaK W cHapyac ), Taoke aTi
CPpeIcTRa |]|:1PEIE&TI':IH-H!"L'I-T PEROMEHIALHH @ [IOIIaraRLIE MEPEL MOIROEI e YOTPAHHTL BRABRICHHBIC
HEJOCTATKH,
CymecTByeT B3 OCHOBHEIX MEXAHIIMA, TPH BOMOLLN KOTOPBIX CKAHED NPOREPHET HAIHHIE YVASBHMOCTH
- CKARHpOBanne {scan} n wonaHpoRanie (probe),
CRANNPOBARNE - MEXANMIM MACCHBHOTO AHATHIL ¢ IOMOILBI) KOTOPOTO CKAHED [BITACTCA DIPEdEInTh
HATHYHE YRIBUMOCTH 083 PAKTHHECKOI) NOATRCPHCIEHNS 28 HATHYMA - N0 KOCRCHHEIM IPRIHAKAM, FroT
METO RBIACTCA HanDoee DLICTPRIM 1 NPOCTEM 1A PEanH 1a1mH,
FOHANPOBAHNE - MENAHNIM AKTHBHOID AHLTH L, KOTOPRI I03R0IRET Ve IHTLER, TPHCYTCTEVET HIH HE'
Hit AHATHIHPYEMOM YAIE YA TRRMOCTh, JOHIHPOBAHNE BRITOJHACTCR TV TCM HMHTILUMH ATAKH,
MCTHUIEYIIIEH POBEPREMYI YRIEHMOCTE, JTOT MeTOO DoAee MeaneHHbI, e "CalnpoBaEne”, HO
NOYTH BCEIA TOPa3ao Goee TOYHLIH, YeM OH.
Ha NpaKTiKe YKaIGHHEE MEXAHHIMDL PEATHIVIOTCA CASAVIOUIHMH HECKONLEHMH METOIaMH.
"llposepra saroaoskos” (banner check). Yiazanunii Mexaniiv IpeicTasineT codoli PAT TPOBEEPOK
THIEE "CRAHNPOBARNE" H NOIRMIAET ASIaTh BLBOT 00 YAIRHMOCTH, OMHPAACH Ha HEDOPMALNID B
JACOJOBKE OTRETA Ha JANPOC CRadepa. THNHYHLIEA npHMep Takol NPOBCPEK - AHATHE TAC0N0RKOR
nporpemser Sendmail wan FTP-ceppepa. n03Bonsiommi viHars 1x BepcHio | HA GCHOBE 10
HHEOPMAIHH CE1ATH BLIBOI O HATHYUH & HUX VA3EHMocTH. Hanbo e OBICTPET M AOpoCTO 118
PEATHIALMNIE METO MPOECPKH NPHCYTCTRHA HA CRAHNPYEMOM VL1E vRIBHMOCTH. " ARTHBHLIE
Jonanpyiomue nposeprn” (active probing check). Takxe 0THOCATCA K MexanniMy "CRAHUPOBAHIA".



OaHakn OHH OCHORAHEL HE HA NPOBEPKAX BEPCHE MpOrpaMMHOro GOECNevYaHds B 3arnIoRKax, a Ha
cpasienun "wndposoro cnenxka” (fingerprint) GparvenTa NPOTPAMMHOTD ODECTEISHHE CO CIETKOM
HIBECTHON YAIBAMOCTH. AHATOIHUHEIM 00PA3OM NOCTYNAIOT AHTHBHPYCHBIC CHCTEMBL, CPABHHBAR
iparMeH e CKAHRPYEMOTO NPOTPAMMHOTD 0BECNEYeH s ¢ CHTHATYPAMH REPYCOR, XPAHATITHMHCA B
CASHHATMIHPORAHHOR Gase JaHRIX. DTOT METOT TAKKE J0CTATOMHO GRICTP, HO PCAIM3YCTUA TPYIHEE,
yem "IPOBREPEA SAroA0BKOE" .

"Hyurauns arak” {exploit check). lansbie TpoBepEs OTHOCATCH K MEXaHHIMY "SOHAHPOBAHNA" B
OCHOBAHBI HA IKCTUIVATALNN PE3IHUHLIN JePCKTOR B NPOrPAMMHOM O08eCnEHEHH.

Frankl cKARMPpoRaNNA. [IpakTHYeckn 060 CRaHep TPOROIAT AHATHI TALIHIIEHHOCTH B HECKONBKD
JTANE.

«  COop paopsaund o cerd, Ha Japdom a1ane naeHTHPHUHPYIOTCH BCE AKTHEHEE YCTPOACTRA B
CETH B ONPEASARIOTCE FANYIIEHHEIE HA HHX CEPBUCHL B 1EMOHKL,

o Opapy#ense NOTCHUMANLHEX YA3BNMOC Tl CRanep HENoas3yveT HeRY Ko Da3y JaHHBX I8
CPARHEHUA CODPAHHKIX JAHHRIX ¢ HIRECTHRIMH YAIBHMOCTAMH MPH NOMOUIH TPORSPER
HrOIOBKCE WM GKTHEHBIN SOHINPYIOLINY [IPOBCPOK

« [loareepaiente BLIOPaHHLIX VASBUMOCTE. UKAHEP HCNONBSYET CRCLHANBHBIC METOIN H
MOJCTHPYET | MMHTHPYET ) ONPLOSEHHBIC ATAKH D08 MOATBCPAHACHNA arTa HaTHIHA
vaIpHMocTell Ha BLIOpAnHEIX Y3145 CeTH.

= l'enepauns otaeros. Ha ociose cobpannoil nudopyanin cucremMa ananusa 3alHILIcHHOCTH
COATAET OTUETLE, ONUCEBAHIIRE OGHAPY WEHHLIE VAIRHMOCTH,

= ABTOMATHHECKOS YOTPAHEHNE VATRHMOCTE. DToT 97an OMeHh Peko PeanniveTes B CeTeRkIX
CRaHepax, HO WHPOKD DPHMEHACTCE B CHCTCMHELIN CHAHCPax.

A0 Metoanueckue yKaianng.

I, Ilpn oveyietenn veoldxoannpix npiiaosenii wa padoyel CTanLiEn, OHH MOTYT OhiTh
CRAYMAH L CCARTL N0 JHCHHIUTHES Si0s.
HI:III_’IU'J'I{I:HHH HI:{H_E;"L{IH.\II.] '!E‘l[’!_‘!.‘l:i:fl.lh 14 Hﬂ!‘r‘l-i.'ll‘l_'lﬂﬂﬁ l:TFJl'IH:H.. H Ilrll.ll Pi.’l:".l.’dlf l':TE'p?I'lHHﬂ_'lil.l--
[TpH HeoOXOIMMOCTH NOTYHEHHA CIPABKH 110 ¥FTHIANTAM 1 KTHSHTCKHM TIPHIOHKECHHAM, HX
HOOXOIMMO 3ANVCKaTh ¢ Kmodes 7 wam .
4. Pesvawtatel padoThl NPHACKEHHE, HEODXOIMMLIE NA OTULTA, CAEIYET, VOCIHALLNCE B
KOPPEKTHOCTH Hx paboTi, NepeHanpaniaTh B Tekc ToRRE (alia.
4. Hopaaos ssneaHenns pabori.
1. Menoawava yrunuTy ping, y0eIHTRCH B IDCTYIHOCTH 1a0a8HHOMD CepRepa.
2. HMenoapiyva nocienoBarenbHe NpOrpasMbl NITAP 1 Nessus, NPOCKAHHPOBATE [HO He
SOHAHPOBATE! ) VEAIRHHBIR Ceppép.
Onpeaeants HATHYHE YHIBIMOCTeR, cnabeix naponci,
4. Onpeneants OC ceppepa.
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Hpakruqecwkan padoia Ne 4.5
Heysenue nporpaMMibiy CpeacTs cRaniposannn ceteil n obuapysenns avar. Meroam
AN TR Y AATEHHOTO J0CTVIE K Pecy peas koMb ieproii cern. bezonacnan pabora g
HHTEPHETE
Bapuawre: saganmii,
1. Heenegosare HaiHYHe OTEPRITEIX NIOpToB cepsepa 217.71.139.66 » onpeaenuts THI
GUEPALHOHHON CHETEMBE ceprepa, CHipelennTs Hannyne yvaisMocTel, cradeix napoief.
2. Heccnenosath HanHYMHE OTKPRITLIX nopTod ceppepa 217, 71.139.95 n onpeaenuTs THIT
ONEPANHOHHOH cHETeMBE cepiepa. ONpeaeanTs HanHuie VAIBHMOCTel, cnadns napongil.
Heonenosath HANHYHE OTKPRTEIX NopTos cepepa 217.71.139.228 v onpeaenuTs THI
onepanHoHHoi CHCTEMBE CepRepa, ONpelcinTh HANHYHE YAIBHMOCTER, cnabnix naponei.
4. Hecneaosarts HATHYHE OTKPHTRIX NopTos ceprepa 217.71.139.236 n onpeaeanTs THO
DnepaluHoHioil creTemi cepiepa. OnpeaeinTe HanudHe yAIBUMocTel, cnadex naponaeii
5, HecrenopaTh HAMHYHES OTKPRTRIX MTOPTOE cepiepa 217711381 v onpeacnuTh THN
ONEPALHOHHON cHeTeMul ceppepa, OnpeneinTs HaNRYHe VATRRMOCTEH, c1adrx napotei.

Lad



f. Hecaeaosats vanmiie oTEpWTLx noproe cepeepa 217.71,138.3 » onpeaennts THno
ONEPALHOHHON cHCTEMB cepRrepa, ONPeIeinTs Hanune YAIRHMOoCTed, Cladblx naponci.

Jaboparopunan padora Nob
Hiyuenue antnBnpy cHEIX IPOTPAMMHLIY KOMILIEKCOE
CR330p 3aK0HOIaTENLHON Daskl peryanpyomelt obIacTe 1ANIHTR HHEHOPAALNH, ¢ DOMOLRI
[MCC alapasTy
Hpawtnaeckan pafiora Neb
Hayvaesne anmmBupycHuIx nporpasMmibiy KoM IcKcos
Ob3op nporpass-adTiapyeor. CooTaBnenne 10K1a1:

PexoMenyveman anreparypa
Ocnornan anreparypa

. HMHpopMausorrse cucTeMsl 0 X Gesonachoets [Tewer| : vyeduoe nocotne ! A B
Bacuaekos, A, A. Bacnasros, H. A. Bacuaekos, - Mocksa @ @opys, 2015, - 528 ¢ - Bufimorp, © ¢ 513-
314, - ISBN 978-5-91134-280-0, (OITH a'a N4-1: a6.Th-18). koodmunent knurooGecneeniocTty |

Jonoannre annan anteparypa

1, Cucremul maimnThl HHEOPMALHE B BEAYIIHY SapyOeKIBIN cTpanax | vuelHoe nocobie 1is
nyson [ B.H. Asepuenros. MO, Paros, B, Kownpaumn, M.B. Pyaanosckait. - 3-¢ uia, crep. - M.
Damnta, 2011, - 224 ¢ - (Oprann3aung # TEXHIOMHR 3IHTE HHpopMauun ). - [SBN 978-5-9765-1274-
0 5 To e |Jnewrponnsil pecype ] - URL; /biblioclub.ru/index php?page=book red&id=93351.
KoHphHLenT kunreobecieneniocty 1.

2, Ocnosel uniopmatimonnoi Sesonacnoct, YuelHo-npaktuseckoe nocofue | ek TponH b
pecype] ¢ Cemern 1O, Ho - Espuswiicknii  oTkpeiTeli wecTRiyr, 20100 -
LURL: /biblioclub.rw/index. php?page=book&id=9333 |, koadmument kunrootecneusnnoctn 1,

3 Denosw nHbopMaunonsell Geonacoctn npr paboTe Ha  kosMnbioTepe [ ekTpoHH bR
pecype| / aponos A, E. - Hatepner-Yuaupepenter Hudopmaumonnsx  Texuenornf, 2011.-
LRL:Ybiblioclub.ru/index. php?page=book red&id=233763&sr=1. kofppRnenT
KHHrooGecneueHaocTH 1.

4. llpasoskie ocHoBRBL WHGOPMATHEN: ¥ dedno-npakTiueckoe nocobue [nexTpounsii pecype] /
Edreasscrna J o) B - Enpasuiickuil OTEPLITEIH HHCTHTYT, 2011, -
LRL:hiblioclub.rwindex.phpZpape=book red&id=93155&sr=1, KoupdumnenT kHHUrootecnedeHHoCTH
L

30 Uprannsauns  GesonacHoill  pafothl  MHQOPMALBOHHEIX  cHCTEM | yuelHoe nocobie
KO, Mpomos, 0@ Maprembsaos. 0K, bykypako # ap. ; MusscrepcTao ofpaioBadus o HaVEM
Pﬁ[‘filﬁckﬂﬂ mE;ll:le[HH. ﬂ’ﬂ,ﬂtpﬂ."lh]-l:’h‘.‘ tuC}’ﬂuchm}lH{!{: ﬁlﬁj:}:‘:TH{m n;|ﬁm|_'_{.|_||ﬂ.ﬂ'_|'¢m_-.|-|q_:.|; }"'-J[}E}I'LEE'HILE
BRICHIEID  npoeccHORANLHOrO  o0paosannd o TaMOoBCKHE  FOCYAApCTBCHHBIE  TeXHUYECKMH
viHsepeHteTs. - Tambon @ Higatenwerno GUBOY BIO «TITY s, 2014, - 132 ¢, - un, - Budanorp. s K.
To we [3nexrponnsi pecypel. - URL: Yhiblioclub rufindex php?page=book&id=277794, EoaiHeHT
FHHMOOO2C I e HHDCTH |

6. Kpeonanon. B.B. Texwnveckne cpeactsa # Metodbl wauntsl wadopuainm : yueGno-
npagruyeckoe nocobie / B.B. Kpeonaaos, - M, ; Espasulicknit orepeimwii wrctiryt. 2011, - 278 ¢. -
ISBN 978-5-374-00507-3 : To e [ 2rekTpoHHBIH pecvpe]. -
URL: [biblioclub. ru/index. php?page=book&id=%0733, koxpduument kuuroofecneyeqHocTy |.
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CAvpuan «BecTHHE KOMITBEIOTEPHBIN ¥ BHQOPMALROHHEX TEXHOAOTHEH »
AypHa cHHGopMaUHORHEE TEXHOROIHN 0 BEMRCAHTENLHBIE CHOTEMbIH
- Aypran «CTaHaaprel 0 kadecTron

Avpran «HudopMaTHka B BEMHCAHTETRHAR TEXHHEKLY
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